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GUIDING QUESTIONS 
• What is the internet?  
• How can we connect to the internet?  
• What is the role of internet service providers? 

LEARNING OBJECTIVES 
This story demonstrates that those parts of internet infrastructure run 
by internet service providers (ISPs) are crucial to providing internet 
connectivity to the larger population. The internet is made of multiple 
layers, each of which serves specific functions.

The content layer depicts what users share online, that is videos, blog-
posts, pictures, etc.  

The application layer helps users send and receive information via rea-
dable interfaces, including web-based platforms, email, and instant mes-
saging. Internet service applications, like Google or Facebook, help you 
use and navigate the internet; otherwise, everything would be in coding 
language!  

The logical layer includes all standard protocols supporting the connec-
tions between devices and the applications running on them. Most insti-
tutions that host the technical and logical standards by which the internet 
works are based in the USA.  

Most importantly, the infrastructural layer is about the physical infrastruc-
ture—that is the cables, wires, phones, computers, and routers—needed 
to establish and maintain connection.  

Interconnected across the globe via copper cables, fiber optic cables, or 
radio waves, the small local networks of computers on which the internet 
relies belong to various ISPs that enable ‘last-mile’-connections to end-
users. With ISPs there exists an industry-wide capacity to grant 
and restrict access to manifold internet-based services on which an in-
creasingly digitalized economy and society relies. 
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GUIDING QUESTIONS 
• How to characterize the telecommunications sector in Africa? 
• How did the African telecommunications sector develop over time? 
• Who invests in the African telecommunications sector? 
 
LEARNING OBJECTIVES
This story describes the African telecommunications sector and reflects 
on the implications for individual access to internet services.

Africa is the least connected region in the world. As of January 2021, 
Eastern and Middle Africa recorded the lowest rates of internet penetra-
tion: 24 percent and 26 percent, respectively. The majority of web traffic 
originates from mobile devices; only around 15 percent of the households 
have fixed broadband access at home. Access to the internet tends to be 
extremely costly, compared to European standards.

In Africa, as in most other parts in the world, the telecommunications 
sector was traditionally regulated by state-controlled monopolies. Today, 
internet service providers (ISPs) are owned by a variety of different 
shareholders. 

In several countries, notably Djibouti, Eritrea and Ethiopia, the govern-
ment has always been the only shareholder of the only ISP operating in 
the country. In Senegal, in turn, the state never owned a majority-share 
in any ISP. In Uganda, ISPs have largely been owned by foreign-private 
companies from different continents, including the French Orange, Indian 
Bharti Airtel, or South-African MTN.

In view of the political and economic sensitivities associated with infra-
structure ownership, privatized and/or foreign ownership provides a 
“barometer of states’ willingness to share authority with others” (Doh et 
al. 2004:234). If the state holds itself shares in the company, the cor-
porate management is likely to favor compliance with political requests, 
such as manipulating access to internet service or sharing consumer 
data, in contrast to a privately-owned company committed to corporate 
social responsibility principles. 
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GUIDING QUESTIONS 
• What are political, social, and economic consequences of internet 
   shutdowns?  
• How do ISPs typically manipulate access to internet services?  
• In what way can internet shutdowns be seen as illegal or illegitimate?  

LEARNING OBJECTIVES
This story discusses government-requested internet disruptions, their 
implementation and consequences. 

Internet disruptions have become a popular tool to control the digital flow 
of information and communication, especially in autocracies during politi-
cally contentious times.

The most common technical strategies rely on internet service providers 
(ISPs) to manipulate their routing (1) or packet forwarding (2) mecha-
nisms. ISPs can vary in their reaction to censorship requests since each 
ISP runs its own physical network.

(1) If an ISP withdraws its Border Gateway Protocol (BGP) routes from 
the internet, the blocks of IP addresses that have been allocated to it by 
the regional internet registry disappear from the internet. Its customers 
cannot access websites, send and receive email, use voice services, or 
anti-censorship tools such as VPNs. 

(2) Using information about source and destination of a packet, notably 
the IP address, an ISP can manipulate access control lists so to deny 
traffic to or from a specific IP address, such as 104.244.42.193 for www.
twitter.com. Its customers cannot access this particular service, unless 
they access the internet with an alternative IP address through a VPN. 

Internet disruptions have far-reaching economic, social, and political 
consequences. They limit business-customer communication and pre-
vent citizens from holding institutions accountable, among others. 

The United Nations considers internet disruptions, regardless of the jus-
tification provided, to be disproportionate and a violation of Article 19 of 
the International Covenant on Civil and Political Rights. They call upon all 
states to ensure that internet access is maintained at all times, including 
during times of political unrest. 
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GUIDING QUESTIONS 
• Why do ISPs comply with government requests to shut down 
   the internet? 
• What role do the ISPs’ shareholders play in such decisions? 
• Can ISPs be held accountable for their actions? 

LEARNING OBJECTIVES
This story problematizes the responsibility of internet service providers 
(ISPs) in politically motivated disruptions of access to (specific) internet 
services. 

ISPs, when faced with a government request to block internet access, 
can be confronted with conflicting local and international laws. 

National license agreements can contain clauses that require ISPs to 
temporarily shut down their services on government request during pe-
riods of national emergencies. If a company’s majority shareholders are 
headquartered in established democracies, they may be held accoun-
table for their actions abroad. Under the EU Regulation No. 1215/2012 of 
12 December 2012, for instance, victims of human rights violations can 
make a tort claim against companies domiciled in the European Union. 

In response to increasing pressure from civil society, many firms actively 
promote higher social corporate responsibility standards. In the telecom 
sector, a group of multinational internet companies, including Orange and 
Vodafone, founded the Global Network Initiative (https://globalnetworki-
nitiative.org/) that develops guidelines to respect freedom of expression 
and privacy.

In 2020 the Economic Community of West African States (ECOWAS) 
Community Court of Justice ruled that the September 2017 internet shut-
down ordered by the Togolese government during protests is unlawful 
and a violation of the right to freedom of expression as protected by inter-
national law. Despite the illegality of many internet shutdowns, to date, no 
ISP has faced any legal consequences.
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